
 
 

 

 

Critical Infrastructure Protection Committee 
(CIPC) 
DRAFT Meeting Minutes  
March 8, 2017 | 1:00 p.m. – 5:00 p.m. Eastern 
March 9, 2017 | 8:00 a.m. – Noon Eastern 
 
Ritz-Carlton Buckhead 
3434 Peachtree Road 
Atlanta, GA 30326 
 
Introduction and Chair’s Remarks- Marc Child, CIPC Chair, Great River Energy 
Mr. Child called the meeting to order at 1:00 p.m. on March 8, 2017. The CIPC member attendance and 
proxies were reviewed and documented.  
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Committee Secretary Tobias Whitney called attention to the NERC Antitrust Compliance Guidelines and the 
public meeting notice. He noted that questions regarding the NERC Antitrust Compliance Guidelines should 
be directed to NERC’s General Counsel. 
 
Agenda Items 

1. Opening Remarks - Mark Lauby, NERC Senior Vice President and Chief Reliability Officer 

Mr. Lauby discussed the importance of members providing effective security to their respective 
organizations by focusing on readiness, which includes resilience & recovery. CIPC members are 
among those industry experts who are addressing what needs to be protected and are planning the 
system to make it resilient. Such activity demonstrates that the industry is not waiting for 
something to happen, but is looking for efficient solutions and implementing them effectively. 

2. Administrative - T. Whitney, CIPC Secretary, NERC 

a. Safety Briefing and Emergency Precautions – Ritz Carlton Hotel Staff 

b. Declaration of CIPC Quorum 

Quorum was met 

c. CIPC Roster 

d. Parliamentary Procedures 

In the absence of specific provisions in the CIPC Charter, the committee conducts its meetings 
guided by the most recent edition of Robert’s Rules of Order, Newly Revised. 

3. Consent Agenda – M. Child, CIPC Chair 

a.  Draft December CIPC Minutes – Approved with no objections or abstentions. 

http://www.nerc.com/files/roster.pdf
http://www.nerc.com/comm/CIPC/Agendas%20Highlights%20and%20Minutes%202013/CIPC%20Meeting%20Minutes%20December.pdf
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b. Committee Membership Appointments and Changes: None 

4. Chair’s Remarks*– M. Child, CIPC Chair 

Mr. Child gave the quarterly update of the 2017 Work Plan, emphasizing the resources needed to 
complete the tasks that it describes, especially as the work plan strategy aligns with 
recommendations from the Reliability Issues Steering Committee (RISC).  

Besides feedback from CIPC members on security metrics, there was also input sought from CIPC 
members about fostering relationships with national labs, which could help provide mutual 
awareness of projects and activities that affect critical infrastructure protection.  

Mr. Child also summarized discussions from the last meeting of NERC’s Board of Trustees (Board), 
which included the emerging and rapidly developing relationship with the electric industry in 
Mexico.  

5. Agency Updates 

a. Federal Energy Regulatory Commission – Mike Bardee, OER Office Director 

Mr. Bardee discussed recent events and activities at Federal Energy Regulatory Commission (FERC). 
While the Commission’s actions are limited due to the lack of a quorum, FERC staff is authorized to 
act on certain time sensitive issues. He also described other activities in which FERC staff members 
are involved: 

• Reviewing comments that were submitted in response to the Notice of Inquiry (NOI) regarding 
better securing control centers from cyberattacks  

• Monitoring the CIP Supply Chain standards drafting activity  

• Leading designated compliance audits for Version 5 of the CIP reliability standards 

• Planning for upcoming FERC-led CIP-014 audits. 

Mr. Bardee also pointed out that issues and concerns facing industry were emphasized in a recent 
publication from the Defense Science Board, which stated that vulnerabilities for critical 
infrastructure are likely to advance much faster than the ability to respond to them. 

The transition to Version 5 of the CIP Reliability Standards has been difficult, and has pointed out 
the widespread need for more personnel with technical cyber skills 

b. Department of Energy – John McIlvain, Senior Engineer 

Mr. McIlvain noted that the Electricity Subsector Coordinating Council (ESCC) has scheduled 
meetings on June 6 and Nov. 14 in Washington DC. He also briefed CIPC members about the 
Department of Energy (DOE)’s “Clear Path,” an interagency exercise focused on testing and 
evaluating energy sector response plans. Other reports and activities he mentioned include: 

 Liberty Eclipse,” a cyber-energy exercise that tested the response and recovery efforts of public 
and private entities to an electrical power outage from a cyber incident. 

 The DOE Electromagnetic Pulse (EMP) Resilience Action Plan, which was published in January 
and is available from the DOE website. 
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• An EMP grid vulnerability report (titled “EMP-101”) from DOE’s Mission Executive Council, 
which is expected in May.  

• The DOE Strategic Framework, which is available upon request but not publicly posted. 

There was also discussion about updates to Form OE-417, “Electric Emergency Incident and 
Disturbance Report.” The American Public Power Association (APPA) prepared a summary of the 
project scope and update process, which is available as Attachment 1. 

c. Department of Homeland Security – Bill Cummins, Energy and Transportation Sector Liaison 

 Mr. Cummins provided an update regarding the transition to the new administration. General 
Kelly was approved as the new Department of Homeland Security (DHS) Secretary and Elaine 
Duke was nominated as Deputy Secretary. Current staff is temporarily performing some jobs 
until the positions are filled.  

The DHS Office of Infrastructure Protection (IP) Regionalization efforts continues. A new 
regional activity is the first DHS IP/Federal Emergency Management Agency (FEMA) jointly 
hosted public/private partnership meeting, with companies from various sectors participating.  

Mr. Cummins also discussed the Regional Resilience Assessment Program, which includes two 
2017 projects that directly involve the electric subsector.  

6. E-ISAC Update*– Marc Sachs, Senior Vice President and Chief Security Officer, NERC E-ISAC 

Mr. Sachs’s overview of activities and events included a summary of what was briefed to the Board 
at its last meeting. He also noted that there are an increased number of participants who are 
submitting reports of suspicious behavior to E-ISAC, as well as the growing attendance at E-ISAC 
sponsored activities and events such as webinars.  

The Cybersecurity Risk Information Sharing Program (CRISP) is expanding its capabilities by adding 
an unclassified data center, and the Cyber Automated Information Sharing System (CAISS) has been 
developed to track threat information.  

He also discussed the false claims from some media outlets that “Russian hackers had penetrated 
the U.S. power grid,” due to a supposed breach at Burlington Electric. Specific details of how the 
media obtained the information is not known. 

a. GridSecCon Review – Bill Lawrence, Director, Programs and Engagement 

Mr. Lawrence provided an overview of the plans for this year’s event, which will occur October 
17-20, 2017, in St. Paul, Minnesota.  

b. Notable cyber incidents past quarter – Steve Herrin, CRISP Manager 

Mr. Herrin’s summary covered risks, threats, and events from the fourth quarter 2016 and early 
2017. He reported that phishing is the most common issue detected, but there are also 
concerns about network scanning, Trojans, and botnets.  

c. Notable physical incidents past quarter – Carl Herron, Principal Critical Infrastructure Physical 
Security Advisor; Charlotte de Sibert, Principal Physical Security Analyst 
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Ms. de Sibert provided an overview of incidents that were identified and categorized by the 
possible intent of perpetrator. In February, there were several physical security incident reports 
of gunfire and surveillance; also, Unmanned Aircraft System (UAS) flyovers are occurring more 
often. 

Mr. Herron encouraged CIPC members to report not only substation activity, but also hostile 
actions, suspicious packages, etc. He went on to describe analytical product case studies that 
are being developed; the first will focus on environmental protests.  

For physical security training, Mr. Herron reviewed presentations that were offered earlier in 
the day from DOE, Fox Guard, and Curricula. He also advised that the approach to training is 
flexible and available at activities such as CIPC meetings, regional outreach events, GridSecCon, 
etc.  

7. CIP Standards & Compliance Update – David Revill, CIPC Vice Chair, Georgia System Operations 
Corp. 

a. CIP Modification Team Update, David Revill, CIPC Vice Chair, Georgia System Operations Corp. 

Mr. Revill’s update addressed recent activities of the standards drafting team (SDT). Of nine 
issues that were initially identified for the SDT’s scope, six remain in progress. He added that 
the activity work is likely to lead to more informal comment periods. He also reminded the 
committee that information about SDT activities is available at Project 2016-02 Modifications 
to CIP Standards.  

b. CIP Supply Chain Team Update – Mark Olson, Senior Standards Developer, NERC 

Mr. Olson reviewed the recently concluded initial comment period for the proposed Reliability 
Standard CIP-013-1 , which failed the initial ballot with just over 10 percent approval and 700 
pages of comments. The SDT will discuss the project status at its next meeting, but he also 
remarked that the tight deadline imposed by the FERC order will make it difficult to provide 
more opportunities for industry feedback. 

8. Emerging Technology Roundtable – T. Whitney, CIPC Secretary, NERC 

a. Next Emerging Technology Roundtable Activity and Topics – T. Whitney, CIPC Secretary, NERC 

Mr. Whitney discussed the “Emerging Technology Roundtable” that will be held immediately 
following the June CIPC meeting in San Diego, CA. The event will focus on risks and security 
challenges of the “Internet of Things (IoT)” and “Implementing Cloud Computing.” He also 
asked for feedback regarding other technology issues that CIPC or NERC should consider for 
future events, such as control centers and the impact of aggregated resources; security of 
microgrids; or natural gas power facilities (interrelationships, etc.) 

b. Updates in IEC 61850 – Scott Mix, Senior Technical Manager, NERC 

Using slides provided by Herb Falk from Systems Integration Specialists Company, Inc. (SISCO), 
Mr. Mix gave an overview of the international standard IEC 61850, which pertains to substation 
automation, and an October conference in New Orleans that will focus on the interoperability 
of systems and devices according to that standard.  

http://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
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9. Regional Report – Midwest Reliability Organization (MRO)* 

Mr. Kraft gave CIPC members an overview of regionally-focused security activities from Midwest 
Reliability Organization (MRO). A recently formed Security Advisory Council (SAC) is a regional 
CIPC-type group, accountable to the MRO board, which will coordinate activities according to a 
charter and work plan that is focused on the needs and concerns of entities within MRO’s footprint.  

10. Regional Report – Florida Reliability Coordinating Council (FRCC)* – Joe Garmon, Seminole 
Electric; Carter Manucy – Florida Municipal Power Agency; Pat Boody – Tampa Electric 

Mr. Garmon, Mr. Manucy, and Ms. Boody collaborated on a joint presentation that highlighted the 
regional activities that support security-related activities. A key component of the effort is the 
Florida Reliability Coordinating Council (FRCC) CIP Subcommittee, which meets monthly to discuss 
areas of common concern. It also sponsors member services workshops and engages members in 
projects of common concern.  

11. Legislative Update – Nathan Mitchell, CIPC Vice Chair, APPA 

Mr. Mitchell highlighted recent challenges of the transition to new administration and addressed 
other legislative issues as well, including appointees to key positions and staff; the implications of 
FERC lacking a quorum; the content of a draft cybersecurity order; and legislation being discussed 
or proposed in the Senate.  

12. Electricity Subsector Coordinating Council (ESCC) Update* – N. Mitchell, CIPC Vice Chair, APPA 

Mr. Mitchell provided an overview of the ESCC, including its mission, scope, structure, and 
responsibilities. He also discussed the interface between ESCC and industry, reliability, and 
government organizations.  

13. Reliability Issues Steering Committee (RISC) Update* – N. Mitchell, CIPC Vice Chair, APPA 

Mr. Mitchell gave a report about the upcoming Reliability Leadership Summit, with panels and 
guest speakers who will focus on various risks and reliability challenges facing the bulk power 
system.  

14. North American Transmission Forum (NATF)* – Ken Keels, Director – Practices and Initiatives, 
NATF 

Mr. Keels talked about recent NATF activities that have addressed both cyber and physical security 
issues. He also explained the role of current NATF working groups that emphasize areas such as 
physical security, informational tools, developing white papers, and industry outreach.  

He also advised CIPC members that a “Security Practices Workshop” is scheduled for May 2-4.  

15. Operating Security Subcommittee – Joe Garmon, Subcommittee Chair, Seminole Electric 
Cooperative 

a. CIPC Support to Operating Committee (OC) Guidelines Project* – J. Garmon, Subcommittee 
Chair, Seminole Electric Cooperative 

Mr. Garmon described a request seeking two volunteers to support the OC as they develop a 
guideline “Recognition of Cyber Intrusion into Operations Systems.” Following a motion by John 
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Breckenridge, second by Joe Gorman, CIPC members voted to appoint Benny Naas from 
Southern Indiana Gas and Electric and Donald Roberts from Southern Company to support the 
project.  

b. Grid Exercise Working Group (GEWG) (GEWG Charter) – Tim Conway, GEWG Chair, SANS 
Institute  

Mr. Conway’s gave a status report on the preparations for the next GridEx on November 15-16, 
2017. Since the size of the exercise has grown, the support staff has moved to a structure using 
sub-teams, with each having an area of focus: physical, cyber, and operations.  

16. Cybersecurity Subcommittee  – D. Revill, CIPC Vice Chair and Subcommittee Chair, Georgia 
System Operations Corporation 

a. Control Systems Security Working Group (CSSWG) (CSSWG Charter) 

Mike Mertz, PNM Resources, provided a brief update regarding the development of a guideline 
based on lessons learned from the power system hacking incidents that occurred in Ukraine.  

b. Security Training Working Group (STWG) (STWG Charter) – David Godfrey, STWG Co-chair, City 
of Garland Power and Light (NERC is currently supporting)  

Mr. Revill provided the STWG update, which included discussion about CIPC training in 
coordination with E-ISAC’s facilitation & support. He added that speakers and other activities 
are available, so CIPC members should let the STWG know what training is needed. 

17. Physical Security Subcommittee – David Grubbs, Subcommittee Chair, City of Garland Power and 
Light 

a. Physical Security Working Group (PSWG) (PSWG Charter) – Ross Johnson, PSWG Chair, Capital 
Power  

C. de Siebert, E-ISAC, provided the PSWG report on Mr. Johnson’s behalf. She mentioned several 
documents that are or will be available via the portal and for which feedback is welcome: 

• “Canada / US Critical Infrastructure Stolen Equipment and Materials Recognition Guide 
for Law Enforcement Officers:” information to help officers better recognize materials 
that are likely stolen from electric, oil or gas utilities and producers. 

• “Security Management Program Guideline” 

• “Design Basis Threat Implementation Guide:” (to be released soon) 

• “Foreign Visitor Process Guide” – under development 

• Incident Categorization process document – under development  

Mr. Grubbs asked for a volunteer to chair the Physical Security Guidelines Task Force, which will 
lead or collaborate in developing one or more documents, to include: 

• Resiliency and vulnerability assessment best practices when planning for extreme 
events, including good physical security assessment practices 

http://www.nerc.com/comm/CIPC/Grid%20Exercise%20Working%20Group%20GEWG%202013/Grid%20Exercise%20Working%20Group%20(GEWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Control%20Systems%20Security%20Working%20Group%20CSSWG%202013/Control%20Systems%20Security%20Working%20Group%20(CSSWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Physical%20Security%20Training%20Working%20Group%20PSTWG%20201/Physical%20Security%20Training%20Working%20Group%20(PSTWG)%20Draft%20Charter.pdf
http://www.nerc.com/comm/CIPC/Physical%20Security%20Analysis%20Working%20Group%20PSAWG%20201/Physical%20Security%20Working%20Group%20Draft%20Charter.pdf
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• Event guidelines outlining prevention strategies and event response and recovery 
protocols for sabotage scenarios 

• Processes for addressing the potential impacts of physical security threats and 
vulnerabilities 

18. Policy Subcommittee – John Galloway, Subcommittee Chair, ISO New England 

a. Bulk Electric System Security Metrics Working Group (BESSMWG)* (BESSMWG Charter– Larry 
Bugh, BESSMWG Chair, ReliabilityFirst  

David Dunn, Ontario IESO, made the presentation on Mr. Bugh’s behalf. He described the 
BESSMWG’s goal of creating metrics that are relevant and useful for industry; the results are 
included in the “Security Metrics for State of the Reliability Report.” 

The CIPC was initially expecting to vote during the meeting on whether to authorize the metrics 
information to be submitted; however, it was decided to give members more time to review it 
and conduct an email vote later.  

b. Compliance Enforcement and Input Working Group (CEIWG)* (CEIWG Charter) – Paul Crist, 
CEIWG Chair, Lincoln Electric System  

Mr. Crist reviewed discussions from the December meeting regarding guidance documents that 
would be produced and submitted by CIPC. He noted that guidance being developed by the OC 
is processed in a similar manner.  

A guidance document may describe an approach to compliance that an entity does not use; 
nonetheless a different but effective method is equally acceptable. Industry stakeholders have 
the flexibility to decide how best to comply in their circumstances.  

CIPC members will review and comment on draft guidance documents that the CEIWG 
prepares; documents with significant revisions will be subject to an additional review. Once 
that step is complete, the “final” draft is referred to NERC.  

While draft guidance documents will be generally available, only CIPC members can vote on 
them. Others with feedback are welcome to contact their CIPC representative. Volunteers are 
also welcome to participate in the task forces that are developing guidance documents.  

The chair from each task force provided a status report. : 

i. VOIP Compliance Considerations – Lisa Carrington, Arizona Public Service Co. 

ii. Shared Facility Considerations – Carter Manucy, Florida Municipal Power Agency 

iii. Nuclear Personnel PRA’s: Damon Ounsworth, Saskatchewan Power, Task Force Chair 

19. Schedule of Important Dates: 

 

http://www.nerc.com/comm/CIPC/Bulk%20Electric%20System%20Security%20Metrics%20Working%20Grou/BES_Security_Metrics_Charter_3272012v2.pdf
http://www.nerc.com/comm/CIPC/Compliance%20Enforcement%20and%20Input%20Working%20Group%20CEI/Compliance_and_Enforcement_WG_Charter_Draft_6_20_12_Update2.pdf
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Dates Time Type Location Hotel 

June 6, 2017 
June 7, 2017 

12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. CIPC Meeting San Diego, CA 

The 
Westin, 

San Diego 

June 7, 2017 
June 8, 2017 

1:00 p.m. – 5:00 pm 
8:00 am – 12:00 pm 

Emerging Technology 
Roundtable San Diego, CA 

The 
Westin, 

San Diego 
 
September 12-13, 2017 
 

8:00 a.m.–12:00 p.m. CIPC Workshops TBD TBD 

December 12-13, 2017 12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. CIPC Meeting Atlanta TBD 

20. Closing Remarks and Action Items 

21. Adjournment – Marc Child, CIPC Chair, Great River Energy 

Mr. Child called the meeting to order at 1:00 p.m. on March 8, 2017.  CIPC Chair M. Child 
formally adjourned the meeting at 11:00 a.m. on March 9, 2017. 

 

 

 

 

 

 

 

 

 

 

 

 
*Background materials included. 
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Attachment 1: DOE Form OE-417 updates  

 
Overview of OE-417 Update 
The authority for the existing OE-417 form expires in March 2018 and recertification requires coordination with the 
Office of Management and Budget to meet Paperwork Reduction Act requirements and will include a public 
comment period. ISER [Infrastructure Security And Energy Restoration] will be leading the OE-417 recertification 
process throughout 2017 and as part of the recertification effort, the form will be revised to ensure that it provides 
industry a clear understanding of what information needs to be reported and provides ISER with the pertinent 
information to maintain situational awareness. The update will include refining categories and reporting criteria, 
clarifying instructions and definitions, and coordinating with industry stakeholders. ISER is also working with NERC 
to potentially incorporate questions form the NERC EOP-004 Event Reporting Form to reduce industry burden. 
 
Overview of Change to OE-417 Summaries 
As part of the current OE-417 process, summary information about OE-417s submitted to DOE are posted to the 
DOE website each month. Previously, the summaries included the name and location of the respondents; however, 
concerns were raised about posting names and locations of respondents due to the sensitive nature of some 
submissions. Accordingly DOE has decided to remove the name and location fields for the public summaries; 
however it should be noted that this information remains subject to FOIA requests, particularly for anything that 
was previously posted.  
 
Talking Points on Summary Change 

• DOE voluntarily provides publically summaries of OE-417 form submissions on a monthly basis 
which include the affected area, NERC region, alert criteria, and type of event and DOE will 
continue to publish this information 

• The sensitive nature of OE-417 submissions and the potential for the information to be used by 
malicious actors, raised concerns about whether it is appropriate for DOE to include the name of 
all respondents that submit OE-417 in the summaries and, after consideration, respondent names 
will no longer be included in the posted summaries  

• Prior year summaries of OE-417 submissions were also updated for data consistency and to 
protect respondents from previously submitted information being used to inform future malicious 
acts. 
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